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SECURE-IC AND UNSEENLABS PARTNER TO
RETROFIT SATELLITES ALREADY IN MISSION
MODE WITH THE CAPABILITY TO SECURE AND
AUTHENTICATE DATA USING POST-QUANTUM
CRYPTOGRAPHY

Cesson-Sévigné (France), November 17, 2022 - Secure-IC, the rising leader and unique global provider
of end-to-end cybersecurity solutions for embedded systems and connected objects, and Unseenlabs,
world leader in space-based RF detection for Maritime Domain Awareness, announce today at the
European Cyber Week 2022 their partnership to retrofit BRO satellites already in orbit with the
capability to secure and authenticate data using Post-Quantum Cryptography. This announcement
means that Secure-IC and Unseenlabs, both companies from Rennes (France), become the first
companies in the world which offer PQC authentication, end-to-end, from satellite to cloud (in the
ground segment).

Security technologies are evolving at a rapid rate, as is computing. The field of cryptography is facing an
unprecedented need for renewal. From historical computation paradigms to today’s digital logic, the once
futuristic quantum computing is now rapidly approaching. Secure-IC is pioneering on Post-Quantum
Cryptography (PQC) secure implementations in Hardware and Software and is involved in many initiatives to
provide real use-cases, evaluate of implementation security and overall promote the idea of a really secure
Post-Quantum security.

Unseenlabs strengthened earlier this year its satellites constellation with two more satellites (BRO-6 & BRO-7),
arriving to a total of seven. The French company plans now a new project: the release of “BRO-PQC"” on its
satellite constellation (current and upcoming satellites), which is augmented with the ability to notarize
information arising from the satellites and secure data using Post-Quantum Cryptography. This service is
powered by Securyzr™ technology, provided by Secure-IC, the world leading company in embedded cyber-
security.

“With the "BRO-PQC" project, we aim at leveraging Post-Quantum Cryptography to provide state-of-the-art and
future-proof authenticity of the data which is measured from LEO Sky and subsequently downloaded to Earth.
Secure-IC arises as the ideal partner to overcome these challenges” said Jonathan Galic, Unseenlabs CTO & Co-
Founder. “Secure-IC offerings deliver the flexibility, performance and capability we were looking for, which are
needed in order to deliver tangible, near real-time data and secure data to our clients”.

Secure-IC has been providing the electronic and semiconductor industries, for over a decade, with its
protection technologies, namely the Securyzr™ integrated Security Services Platform (iSSP), for various market
applications. This enables its customers and partners to secure and manage their fleet of devices from the
cloud and be provided with added-value security services, as well as compliance to standards. Secure-IC
recently acquired Silex Insight security business, becoming the actor that offers the largest portfolio of
embedded security solutions to the market.

“Our solutions are currently embedded into hundreds of millions of electronic chips for smartphones, computers,
automobiles, smart meters, cloud servers and more. The announcement of this partnership with Unseenlabs
reaffirms Secure-IC’s leading position in the embedded cyber-security landscape and innovation in cutting-edge

12



technologies” said Sylvain Guilley, Secure-IC's CTO & Co-Founder.

With the rapid development of quantum computers, there is a surge to prepare the replacement of Classical
Asymmetric Cryptography with so-called Post-Quantum Cryptography (PQC).

Several algorithms have been devised as drop-in replacements, and even some industries have proactively
adopted PQC for products’ “internal security” (e.g., secure firmware update, with LMS & XMSS, IETF RFC 8554
& 8391).

Secure-IC has been developing both hardware and software solutions for PQC, including security verification
and pre-certifiability.

About Secure-IC
With presence and customers across 5 continents, Secure-IC is the rising leader and the only global provider of end-to-
end cybersecurity solutions for embedded systems and connected objects.

Driven by a unique approach called PESC (Protect, Evaluate, Service & Certify), Secure-IC positions itself as a partner to
support its clients throughout and beyond the IC design process. Relying on innovation and research activities, Secure-IC
provides Silicon-proven and cutting-edge protection technologies, integrated Secure Elements and security evaluation
platforms to reach compliance with the highest level of certification for different markets (such as automotive, AloT,
defense, payments & transactions, memory & storage, server & cloud).

For more information, please visit www.secure-ic.com or follow Secure-IC on LinkedIN, Twitter.

About Unseenlabs

Founded in 2015, Unseenlabs is an innovative company of French origin and a leader in satellite radio frequency (RF)
geolocation of ships at sea. Its proprietary onboard satellite technology is capable of geolocating any vessel at sea, from a
single nanosatellite. Today, the company owns the most developed RF satellite constellation for Maritime Domain
Awareness in the world. Unseenlabs’ data can be collected regardless of the time of day and weather conditions. The
company supplies a wide range of maritime stakeholders with accurate, up-to-date data on vessel positions, providing
better tracking of activities at sea. When addressing the needs of maritime companies and organisations in the fight against
unlawful and anti-environmental behaviour, such as illegal fishing or spilling of hydrocarbons, the Unseenlabs solution
also serves the planet. Visit our website: www.unseenlabs.space

Stay informed about Unseenlabs news on LinkedIn and Twitter
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